beperu cBou nepcoHanbHble AaHHbIE!
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¢ POCKOMHAI30P

®amunus, Umsa, OTyecTBO
[laTa poxaeHus

MecTo XuTenscTea
Homep TenedoHa
®oTorpacus
AneKTpoHHas noyta

OBLUE NMNEPCOHAJIbHbIE AAHHbIE
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KaTeropmnn nepcoHanbHbIX AaHHbIX :

« Oowme
e CneuunanbHble

- bnomertpuyeckue

 Habop undp
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CneuyunanbHble KatTeropmm nepCcoHalibHbIX AdHHbIX

K cneunanbHbIM KaTeropusiM nepcoHaribHbIX
OAaHHbIX OTHOCSTCH:

- pacoeasi uslu HayuoHaJsibHasl MpPUHaosIexXHOCMb,
- foslumMu4YecKue 83271510hbl,

- pesiuc2uo3Hbie u punocogckue ybexxoeHusl,
- cocmosiHuUe 30o0poe8bsi U np.
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http://персональныеданные.дети/

CneuuanbHblie KaTeropum NnepCcoHaNbHbIX
AaHHbIX XapaKTepus3yloT Halln B3rnaabl, ybexkaeHus,
MUPOBO33peHue, OHMU onpeaenaloT Halwy
NPUHAONEXKHOCTD K onpeaeneHHbIM COULMaNbHbIM
rpynnam, cocroaHue 3popoBbA. [laHHaa Kateropus
NepcoHaNbHbIX AAHHbIX obpabarbiBaeTca C
NMMCbMEHHOro Cornacus, eciu MHoe He onpepaeneHo
APYrMMU 3aKOHaMM.
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BuomeTpunyeckme nepcoHanbHble AaHHbIe

BuomeTpunyeckme nepcoHasnbHble OaHHble NpeacTaBnsAlOT
cobon cBegeHUA O HaWUX OMOoNoruvyeckmx OcoOeHHOCTAX. IATU
AaHHble YHUKaNbHbI, NPUHaANexaTr TOMIbKO OOHOMY 4YenoBeKYy WU
HUKOraa He NOBTOPSIKOTCH.

BbnomeTpuyeckme paHHble 3anoXeHbl B HaC OT POXAeHus
caMou NpupoaoUu, OHU HUKEM He NpPUcBauBalOTCA, ITO MPOCTO
3aKkogupoBaHHaa WHQopmMauuMss O 4YerioBekKe, KOTOpyKH nroau
Hay4YMiUCb CYUTbIBATL.
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K 6I/IOMeTpI/I‘-IeCKVIM nepcoHanbHbiM AaHHbIM OTHOCAHATCA.

¢%» POCKOMHALI30P

OTneyaTkm NanUnNApHbIX Y30pOB nankues
PucyHok pagyxHon o60no4ku rnas
Tepmorpamma nuua

AHK

Cnenok ronoca

BUOMETPUYECKUE NMEPCOHAJIbHbIE AAHHDbIE
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Habop undp Kak nepcoHanbHbIe AaHHbIE:

- HOMep U cepus nacriopma,

- cmpaxoeou HoMep uHAusudyasibHO20 JIUUee020

cyema (CHWUJIC),

- UHOueudyarsibHbIU HOMep Hasozonnamenbwuka (MHH),

- Homep 6aHKOBCKO20 cyema,
- HoMep 6aHKOBCKOU Kapmbl.

% POCKOMHAL30P
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Big Data nnu bonbliune gaHHble

Kaxxgoe Hawe gencreue, coBepLiaemoe
B ceTn UHTepHeT, ocTaBnser
onpeaeneHHbin uudpoBon cnea:

- ¢poTorpachum B coumaribHbIX CeTAX;
- BbiCKa3blBaHUA Ha popymax;
- «JTAaUKU» HOBOCTEMN;

- UHpopMaLUA O NOoCeLLUeHHbIX cauTax,
O COBepLUEeHHbIX NOKYyMnKax, O
reorpapuyeckoMm MecTopacnosioXKeHUm
u np.

Bonbluve AaHHbIe UCNONbL3YIOTCA ANA:
- HanpaBrieHNA aapecHOn peKnambi;

- NpU nNpuemMe Ha paborty...
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Kak 3almTnTb 3NeKTpoHHbIe YCTPOUCTBA

)
¢
4 .

% POCKOMHAL30P

OT BPeAOHOCHbLIX nporpamm?

YcTtaHoBUTe cneuuarnbHble
nouyToBble (pUNLTPbLI U
aHTUBUPYCHbIe NPorpaMmmbi.
OHM MOryT NpeaoTBpPaTUTDL
KaK NpsiMbie aTaku
3/10yMbILUNEHHUKOB, TakK U
aTaku, ucnonb3yloLue
BPeAOHOCHbIe NMPUIIOXEHMUS.

CucrtemaTnyecku npoBepanTe
CBOM AiOMaLLHUEe KOMMNbIOTEPLI
Ha Hanu4yve BUPYCOB.

10



Kak 3aliuT"Tb 3NeKTPOHHbIe YCTPOMNCTBA
OT BPeAOHOCHbLIX nporpamm?

* Wcnonb3yurte TONbKO
NINLEH3UOHHbIe nporpaMmebil.
Yauwie Bcero Bupycamu ObiBaloT
3apaXeHbl nNUpaTCcKne Konuwu
nporpamMmm.

* Wcnonb3ayurte NnpoBepeHHbIe
CanThbl.

- [Henaute pe3epBHYK  KOMUKo
Ba)XHbIX OaHHbIX.

« [lepuognyeckm mMeHANTE Naponu

McAfee'  (biddender

- s ey

Oiins  NOD32 KafpzriKy

oT 3NIeKTPOHHOM noYThl,
coumanbHbIX ceTen, hopymMmoB u
np.
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Kak 3almTUTb 3NeKTpoOHHbIe YCTPOUCTBA OT BPeAOHOCHbIX Nporpamm?

* Wcnonb3ynTe TONbLKO CrNOXHble Naponu,
pa3Hble ANA pa3HbIX YYeTHbIX 3anucen u
CepBUCOB.

* [lepuoanyecku MeHSINTe Naposiv ot
3NeKTPOHHOMN NOYTbI, cCoOUnaribHbIX CeTeMN,
¢dopymoB u np.

« 3aBenuTte cebe ABa agpeca 3NEeKTPOHHOMN
NOYTbl — YACTHbIW, ANSA NepPenncKku
(npuBaTHLIX N MAanNOU3BECTHbLIN, KOTOPbIN
Bbl HUKOrAa He nyonukyete B
o0LefO0CTYNMHbIX NCTOYHUKAX), U
NyonMYHbIN — ANS OTKPbITOW
aeAtenbHocTn (hopymMoB, 4aTOB U TakK
aanee).
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lMpaBuna cocraBneHnsa HageXHbIX naporeun

« HapexHbIW naponb AOSKeH:

— COCTOATb U3 8—16 cUMBONOB;

— BKINo4YaTb B cebsi OykBbl, Lucpbl U cneymnanbHble CUMBONbI;
— BKJ1IOYaTb B ce6 CUMBONbI B BePXHEM U HUXKHEM perucTtpe.

« He cnepyet ncnonb3oBaTh CNoOBa, CIIOBOCOYETAHUSA, a TaKKe KOMOMHaLUM,
KOTOpble MOXHO Jerko yragaTtb.

* Llenecoo6pa3Ho ncnonb3oBaTb ABYX3TanHy ayTeHTU(PUKALUIO C NOMOLLbLIO
MobunbHoro tenedoHa.

« [nsa KaXxaoro akkayHta Heo6xoaMMo MMeTb CBOWM Naponb.
« Heobxoaumo MeHATbL NaposiM KO BCeM akKkayHTam pa3 B 3—6 mecsiues.

® an/I CTOJSIKHOBEHMM C NOMbITKOWU B3TIOMa OA4HOro U3 dKKayHTOB HeobxoaumMo
NMOMEHATb NapoJyin Ha BCeX aKKayHTax.

% POCKOMHAL30P
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Cnocobbl coctaBneHus HaAeXXHoro naponA

° Ons noJsity4yeHunsA CJi0XXKHOro, HoO Jfierko sanomMumHaruwierocs naposfisda MOXXHO UCMNOJib30BaTb nobdoe
CJ10BO, 3au.|mprBaB ero c nomMmoubo oAHOIo U3 criegyrowmnx MmeToaosB.

« e TpaHcnnumepayusi. Ecnu B3aTb Nob6oe CnoBo pycCcKOro sizbika U HabpaTb ero Ha KnaBuartype
C NNaTUHCKOW pacKsiafKkoun, To Nnonyymtca 6eccMmbicrieHHOe coyeTaHne cumBonoB. Hanpumep,
RIJIYUHTUFWBZ — 3T0 cnoBo «KOHrperauusa». K coxxaneHuro, aTot meto Nioxo noaxoauT ansi
YCTPOUCTB C BUPTyasribHOU KnaBuaTypoWu, rae OoTCyTCTBYeT ABOMHAs NOANMUCH KITaBULL.

+ ee CMeweHue no knasuamype. Ecnu npn HanucaHUMU CrnoBa KaXxAabin pa3 cMeLlaTbcs no
KfaBuaType Ha OAHY KIaBuLly BreBO, Mbl UCMONb3yeM 1pocmoe cMeweHue, Hanpumep,
BrbLL — 3To cnoBo «ap6y3». Ecnn MeHATb HanpaBfieHMe CMeLeHNUsA No UNKu NpPoTUB
qgcosgﬁ CTpernku, Mbl UCNONb3yeM CJ/10)kHoe cmeuweHue, Hanpumep JINTBJIIMNP — 3Tto cnoBo
«oapaoaH».

e AkpoHUM. Ecnun B3ATb nepBble OYKBbI C/IOB U3 U3BECTHOM hpa3bl, TO Mbl Nosly4aem
aKpOHUM, KOTOPbIA MOXHO UCNOfib30BaTh B KadyecTtBe naponsa. Hanpumep, MOCYINKHBLU3 —
3TO nepBble ABe CTPOoKU U3 pomaHa A.C. lNywknHa «kEBreHnn OHervHy».

* ee [/I3gecmHble nocredosamesibHocmu. Takxe Ansi ¢ octaBrneHusi Nnaposnsi MOXHO
ucnosnb3oBaTh NepBble OYyKBbl U3BECTHbLIX NocneaoBaTenbHocTen crnoB. Hanpumep,
APMAMUNACOHLO — 310 ABeHaguaTb MecsiueB. Bceraa MOXHO YCNOXHUTD
nocrneaoBaTeNiIbHOCTb, HaNpMMep U3MEHUB HarnpaBrieHue U BeNIMYMHY Lara.
AJOAUADHCUMMA — 310 nocrnenoBaTeribHOCTbL MecsiLleB HA0OOPOT U Yepe3 OAUH.

% POCKOMHAL30P 18



Cnocobbl cocTaBNeHUA HaAeXHOoro napons

YepedoeaHusi cumeosios. JIlo6on naponb MOXHO YCIOXHUTb, 4o06aBuB
nocnenoBaTesibHOCTbL LUpP UK 3HAKOB, KOTOPble MOXXHO YepeaoBaTb C
3awmncppoBaHHbIM cnoBoM. Hanpumep, NMN1A2P304J15b6.

« [lcesdoepaghuka. JOCTAaTOYHO CNOXHbINA, HO XOPOLLUO 3aNOMUHAKOLWMNNCH
naposib MOXXHO co3laTb C NOMOLLLIO nceBaorpadukn — NCNosib30BaHUA
CUMBOSOB WpudTa Ans co3gaHua rpacduyeckmx nsodpaxeHun. Hanpumep
Habop cumBosnioB _>(0:0:0)<_ noxoX Ha Kowa4ybo MOPAOYUKY.

*  YT100bLI cAaenaTb HaAeXHbIN NapoSib, HEOOXO0ANMO MUCMNONb30BaTb HECKOSIbLKO
pasnuyHbIX BUAOB WwucgpoBaHusa. Boabmem cnoso NMNAPOIJ1b, TpaHcnutepupyem
— GFHJKM, no6aBum 4yepe3 oaHy OykBYy wWwecTb Uuncdp, HO B 06paTHOM nopsiake
— G6F5H4J3K2M1, a Tenepb nomMmeHsieM uudpbl Yepe3 oaHy Ha
cooTBeTCTBYyHOLMNEe UM cuMmBonbl — G6F%H4J#K2M!.

« OaHy M Ty Xe cucteMy WngpoBaHNUS MOXHO UCNONb30BaTb AN Pa3HbIX
naponeun, no6aBsuB cucremy uHaekcon, Hanpumep: NMAPOJIbMAIL.RU,
NMAPOJIbGMAIL.COM, NMAPOJIbVK.COM.

« 3TO cywecTBEHHO yNpoOCTUT Npoueaypy 3anoMUHaAHUA Naposien u caenaeT Ux
AOCTaTOYHO HaAEeXHbIMU U 6e30MnacHbLIMU.
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CoxpaHu naponb B TauHe

58,5
55
29 2016 .
20,5 m2013r.
I3 11,3
6.3 53 7.5 8
427 20 10 , .
- . | | |

3arpyansitoch Hesnakomeiv  Pourensim Hpy3psam bpatbam/ bmuskomy He naBan(a)
C OTBETOM JOJAM cecTpam apyry HUKOMY

OT1BeTbl NOAPOCTKOB Ha Bonpoc: «[laBan nu Tbl Korga-HMbéyab Naponb OT CBOEro akkayHTta
B COLMANbHOW CETU UMK 3NEKTPOHHOMN NOYTbI?», %
(BbIGOPKa — NOAPOCTKU, NOSb3YHOLWMNECA UHTEPHETOM)
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Kak obwaTtb

aB Cetn?

1. CtapanTechb He BblKnaabiBaTb B MIHTEPHET NUYHYIO
unHcopmauuio (chotorpachuu, sBugeo, U0, paty
poXxaeHus, agpec AoMa, HOMep LKOSbI, TenedoHbI U
MHbIE AaHHbIE) USN CYLLIECTBEHHO COKpaTUTE OO6HLEM
OaHHbIX, KoTopble Nyonukyete B UHTepHeTe.

2. He BbIknagbiBanuTe NINYHYIO0 MH(pOpMaLMIO (COBMECTHbIE
doTorpacduun, BuAeo, MHble AaHHbIe) O BalmMX APY3bAX B
MHTepHeT 6e3 ux paspewleHus. lNMpexae 4em paamecTuTb
nHdopmaumio o apy3bax B CeTu, y3HanuTe, He BO3paXkakoT Inn
OHMU, YTOObI Bbl BbISIOXWUIN AaHHbIe.

3. He oTnpaBnsanTe cBou nepcoHanbHble AaHHble, a
TaKXXe cBou Buaeo un ¢poto noasm, ¢ KoTopbIMU Bbl
no3HakoMmunucb B IHTepHeTe, TeM 6onee ecnu Bbl He
3HaeTe UX B pearibHOW XXU3HW.

[

...please?

4. Mpun o6LeHUN ¢ ApYyrMMU Nosb3oBaTenaAMm cTapanTechb
ObITb BEXNUBLIMU, AeNUKATHbIMU, TAKTUYHLIMU U

L Apyxeno6HbiMu. He nuwmnTe rpyb6ocTten, ockoponeHun,
\ _ MaTepHbIX CJIOB — YNTaTb Takue BbIiCKa3biBaHUSI TaK Xe
S j Thanicyou. HeNpPUATHO, KaK U CrbIWaTb.
‘% POCKOMHALA30
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5. CtapanTtecb He pearMpoBaTb Ha OOMAHbIE KOMMEHTapPUM,
XaMCTBO U rpybocTb gpyrux nonb3oBartenen. Bcerga
NbiTanTecb ynaguTb KOHMNNKTbI C NONb30BaTeNsAMU MUPHbLIM
nyTem, nepeBeauTe BCe B LWWYTKY WU NpeKpaTuTe obLieHune ¢
arpeccuBHbIMU Nonb3oBaTtensamMu. Hu B koem cny4yae He
OTBeYanTe Ha arpeccuio TeM e cnocodom.

6. Ecnu pewumTtb npo6yieMy MUPHbLIM NyTEM He yOarnochb,
HanuwmTe Xanoby aagMMHUCTPATOPY cauTa, noTpedbymnrte
3abnokupoBaTb obMaUmnKa.

7. Ecnvn agMuHMCTpaTop caiiTa oTkasancs BaM NOMOYb, -
npekpaTUTe NONbL30BaTLCA TaKUM PECypPCOM U yaanuTe oTTyaa .
CBOM AaHHbIe. ==

HE CMEH 8. He ucnonb3yunrte Cetb Ans pacnpocrpaHeHus

cnneTeH, yrpo3 uiun XymnuraHcTBea.

9. He BcTpeuanTecb B peanbHOW }XU3HU C OHMTANH-3HAKOMbIMMU
6e3 paspelueHua poauTenen Unu B OTCYTCTBUE B3POCIIOro
yenoBeka. Ecnu Bbl XoTUTE BCTPETUTLCA C HOBbIM MHTEPHET-
APYrom, noctapantecb NOMTU Ha BCTpPeYy B CONPOBOXAEHUMU
B3pOCJIOro, KOTOPOMy Bbl fjOoBEepseTe.
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Kak 3alyutTTh NnepcoHanbHble gaHHble B CeTn?

1. OrpaHuybTe 06BbEeM UHhpOpMauum o cede, Haxogswenca B UHTepHeTe. YaanuTte nuiiHue
¢doTorpachmn, Bugeo, agpeca, Homepa TernecoHOB, AaTy POXAEHUS, CBeAEHUS O POAHbLIX U
ONU3KNX U UHYIO NIMYHYIO UH(pOopMaLUIO.

2. He otnpaBnsaute Buaeo u cpotorpachmm nwoasam, ¢ KOTOpbIMM Bbl MO3HAKOMUIIUCL B
MUHTepHeTe N He 3HaeTe UX B pearibHOMN XXU3HM.

3. OTnpaBnAs KOMy-nMb60 CBOM nMNepcoOHanbHble AaHHble WU  KOHMUAEHLUMNANbHYIO
uHdopmaumio, yoegutecb B TOM, YTO agpecat — AeMCTBUTENbLHO TOT, 3a KOro cebsi Bbiaaer.

4. Ecnu B cetn WHTepHeT KTO-TO NPOCUT NpeaoCcTaBUTb BaluM NepcoHanbHble OaHHble,
Hanpumep, MeCcTO XWUTeNbCTBAa UMM HOMEpP LWKOJSbI, Krnacca UHble AaHHble, MOCOBETYUTECb C
poauTensAMM UM B3POCHbIM YeJIOBEKOM, KOTOPOMY Bbl AoBepsieTe.

5. Ucnonb3yiTe TONbKO CNOXHble NAaponu, pasHble ANA pa3HbIX YYeTHbIX 3an1Mcen U CepBUCOB.
6. CTapanTecb nepuoau4eckm MeHsTb Naponu.

7. 3aBeguTte cebe ABa agpeca INEeKTPOHHOMU NOYTbl — YaCTHbIN, ANA Nepennucku (NpMBaTHbIA U
Marion3BeCTHbIA, KOTOPbIK Bbl HUKOrAa He nyb6nukyete B oOLWeAOCTYNHbIX UCTOYHUKAX), U
nyonuyYHbIN — ONnA oTKpbITON AeATeribHOcTU (cpopymMoB, 4aToB U TaK aanee).
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KnbepoynnuHr nnm UHTepHeT-TpaBna

- HamepeHHble ockopbaeHusA, yrposbl, COObLEHNAa ApYrum NloaAM KOMNPOMETUPYIOLLLUX
AAHHbIX 0 Bac ¢ nomouwblo coBpeMeHHbIX CPeAcTB KOMMYHUKALUKU, KaK NpaBuUIo, B TeueHue
NPOAO/NKUTENBHOIO NeprUoaa BpeMeHM.

TpaBna ocyuwectsaseTca MNyTem  pacnpocTpaHeHusa  (yrposbl B pacnpoOCTPaHeHWuM)
KOMMPOMETUPYHOLLUX MaTepuanoB B NHPOPMaALMOHHOM NpPOCTpPaHCTBe yepes
NHPOPMALMOHHO-KOMMYHUKALMOHHbIE KaHanbl M CpPeacTBa, B TOM 4ucne B VIHTepHeTe,
NOCPEACTBOM 3/1EKTPOHHOM MOYTbI, MPOrpPaMm ANaA MFHOBEHHOro obmeHa coobuieHnamu, B
COLMaNbHbIX CETAX, a TaK¥e 4yepe3 pasmelleHMe Ha BuaeonopTtanax Mbo nocpeacTsom
MmobunbHoro TenedpoHa (CMC — coobueHna nnm HagoeaMBble 3BOHKN).
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Ecnn Bbl, nonb3yacb WHTepHeTOM, oOKasanucb B
Hernpocton cutyauun, Bbl mMoxeTe obpaTtutbca Ha JlnHWIO
nomowun «Letn OHnamH» no TenedoHy: 8 (800) 25-000-15
(3BOHOK no Poccumn becnnaTtHbIn)

http://detionline.com

Takke MOXeTe BOCMOSMb30BaTbCA roOpAYen INUHUEN MO
npuemy coobleHnn O MNpPOTUBOMNPABHOM KOHTEHTE B
NHTepHeTe Ha caunte PoHOa CoOeucTBUA pPas3BUTUIO CETU
NHTepHeT — «pyxecTBeHHbIN PyHeT»: www.friendlyrunet.ru
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- N(HGOPMALMOHHO-PA3B/IEKATE/NIbHbINA CAlAT O NEePCOHANbHbIX AaHHbIX U UX 3aLLUTE

o®e

YTO Thl SHAELWIb O 3ALLUTE - ;
NMEPCOHAJIbHbIX JAHHbIX?

VHPOPMALIAA

°
NEPCOHAJbHLIE OAHHBIE TECTbI KOHKYPCbI Wrebl MYNbTUMEOWA O NPOEKTE

=l
B[« eSS E stiem
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Xakep

Hennoxo pasbupaetcs
B MOCTPOEHUM
KOMMNbLIOTEPHbIX CeTeun
N crnocobax nepegauun
nHopmauun. Moxer
B3JZIOMaTb aKKayHT,
YyTOObI UCNONbL30BaTb
MHopMaL U0 B CBOUX
Lensx unu npoaartb
ee.

-
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AreHrT

3aHuUMaeTcH
NMPOMbILLSIEHHbIM
LLUMUOHAXeM.
CobOupaet
UHd¢opmaLuno o
HY>HbIX JIIOOAX Yepe3
WHTEpPHeT, nHoraa

NMNOKYyrasA ee y XaKepoB.
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CNACuMb0O 3A BHUMAHUE!

% POCKOMHAL30P



